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1o the Parent or Guardian oft =< Date
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To the Parent or Guardian of <=First Name=»<=Last Name==:

We are writing to inform you of a data security incident at Rainbow Children’s Clinic that may have resulted in the
potential disclosure of personal information for patients, parents and payment guarantors. We take the security of all
patient and guarantor information very seriously, and sincerely apologize for any inconvenience this incident may
cause. This letter contains information about steps you can take to protect your child, any payment guarantor, and
yourself, and resources we are making available to help.

On August 3, 2016, Rainbow Children’s Clinic was the victim of a hacker who accessed our computer system and
then launched a ransomware attack that began encrypting data stored on our servers. Our computer system was shut
down immediately to prevent loss of patient information, and we immediately began an investigation. We retained
an independent computer forensic expert to assist us, and through our investigation, we have discovered that some
patient records have been irretrievably deleted. The records that have potentially been impacted may include your
child’s name, address, date of birth, Social Security number, and medical information. In addition, those records
may also include personal information regarding your child’s payment guarantor, including the guarantor’s name,
address, Social Security number, and medical payment information.

While we are not aware of the misuse of any information potentially involved in this incident, we are notifying you
out of an abundance of caution. Also, to help relieve concerns and restore confidence following this incident, we
have made arrangements with Equifax Person Solutions to help protect your personal information and that of your
child or any other personal guarantor, at no cost to you. Please use the following enrollment codes and the enclosed
instructions to enroll for the services we are providing.

Your Child’s Activation Codc:
Activation Codes for Parents. Guardians, or
(uarantors:

If you have questions of concerns regarding this data security event, please call 1-844-607-1700, Monday through
Friday, 8:00 a.m. to 8:00 p.m. Central Time.

We take the security of all information in our systems very seriously and we have taken steps to prevent a similar
event from occurring in the future, including improving our network security, updating our system back ups, and
retraining our employees regarding suspicious emails and patient privacy and security.

If your child has a pending referral, result of laboratory, radiology or other studies, or any other issues that require

our attention, please call our clinic immediately. We also ask you to bring immunization and other medical records
10 the clinic that may assist us in updating your child’s medical information.
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