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Re: Notice of Data Breach
Dear <<Name |

Greenwood School District 50 (“the District™), is writing to notify you of a recent incident that may affect the
security of your personal information. We are providing you with information regarding the incident, steps we have
taken since discovering the incident, and what you can do to protect against identity theft and fraud should you feel
it is appropriate to do so.

What Happened? In mid-February of this year, the District began receiving reports from a limited number of
current employees that they were contacted by the IRS regarding potential identity theft. In response, the District
hired an outside computer forensics expert to investigate whether a compromise of personal information held by the
District may have occurred. During the course of its investigation, the District learned that four District employees’
email accounts had been logged into by an unauthorized individual between January 19, 2017 and January 28, 2017,
and that these email accounts contained personal information.

What information Was Invelved? Our imvestigation determined the tollowing types of your information were stored
within one or more affected emanl accounts: name. <<Social Sceurity number=>, <<Bank Account Information>>,

Credit Cacd Inlormation=>=, <<State 1D or Driver's License ==, << Usernames and Passwords ==, <<}Hcalth [nsurance
Information and << Medical Intormation==>

While the investigation also determined that certain current and former District employees’ iVision payroll portal
accounts had been logged into by an unauthorized individual during January and February of this year, potentially
impacting employee Form W-2s and employee family member Form 10935s, this i i i ;

What We Are Doing. The District takes your privacy and the security of the personal information within our care
very seriously. Since the incident was discovered, passwords for the affected employee email accounts were changed.
We are taking additional steps to enhance data security protections to better protect against similar incidents in the
future. We are also notifying certain government regulators about this incident.

As an added precaution, the District is offering you access to 1 year of complimentary credit monitoring and
identity restoration services through Experian at no cost to you. Information on these services and how you
can enroll to receive them immediately are included within the enclosed Steps You Can Take to Protect Against
Identity Theft and Fraud.

What You Can Do. You can enroll in the Experian credit monitoring and identity restoration services. You can also

review the enclosed Steps You Can Take to Protect Against Identity Theft and Fraud, which includes guidance on
steps you can take to better protect against the possibility of fraud and identify theft,
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For More Information: We recognize that you may have questions that are not answered in this letter. If you
have questions, please call our dedicated assistance line at 1-888-757-1869, Monday through Friday from
9:00 a.m. to 9:00 p.m. EDT.

We sincerely regret any inconvenience this incident may cause. Greenwood School District 50 remains committed to
safeguarding information in our care and will continue to take proactive steps to enhance data security.

Sincerely,
David Loadholt,
Assistant Superintendent for Business
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Steps You Can Take to Protect Against Identity Theft and Fraud

As an added precaution, the District is offering you access ta 1 year of complimentary credit monitoring and identity
restoration services through Experian at no cost to you. If you believe there was fraudulent use of your information
and would like to discuss how you may be able to resolve those issues, please reach out to an Experian agent. If|
after discussing your situation with an agent, it is determined that identity restoration support is needed then an
Experian Identity Restoration agent is available to work with you to investigate and resolve each incident of fraud
that occurred from the date of the incident (including, as appropriate, helping you with contacting credit grantors to
dispute charges and close accounts; assisting you in placing a freeze on your credit file with the three major credit
bureaus; and assisting you with contacting government agencies to help restore your identity to its proper condition).

Please note that the Identity Restoration services detailed above are available to you for | year from the date of this
letter and does not require any action or enrollment on your part at this time. The Terms and Conditions for this

offer are located at www.Experianl DWorks.com/restoration. You will also find self-help tips and information about

identity protection at this site.

While the i tion assistance detailed above is immediately available t , we also encourage you to
activate the fraud detection tools available through Experian IdentityWorks ** as a complimentary 1-year membership.
This product provides you with superior identity detection and resolution of identity theft. To start monitoring your
personal information please follow the steps below:

( Your code will not work after this date)

*  Ensure that you enrall by:
Swww.experinnidworks.com/ereditone

+  Visit the Experian Identity WOrks website to ¢nro
Provide your activation code:

IT you have questions about the product, need assistunce with identity restoration or would like an alternative to
cnrolling in Experian IdentityWorks online, please contaet Experian’s customer care team at 877-890-9332 by
Be prepared to provide engagement number as pruof of
chgibility for the idenuty resioration services by Experian,

Additional details regarding your 1-YEAR EXPERIAN IDENTITYWORKS Membership:
A credit card is not required for enrollment in Experian IdentityWorks.

You can contact Experian immediately regarding any fraud issues, and have access to the following features once
you enroll in Experian IdentityWorks:
= Experian credit report at signup: See what information is associated with your credit file. Daily
credit reports arc available for online members only.’
m  Credit Monitoring: Actively monitors Experian file for indicators of fraud.
m Identity Restoration: Identity Restoration agents are immediately available to help you address
credit and non-credit related fraud.
® Experian IdcntityWorks ExtendCARE™: You receive the same high-level of Identity Restoration
support even after your Experian IdentityWorks membership has expired.
m  $1 Million Identity Theft Insurance™: Provides coverage for certain costs and unauthorized
electronic fund transfers.

What you can do to protect your information: There are additional actions you can consider taking to reduce the

chances of identity theft or fraud on your account(s). Please refer to www.ExperianlDWorks com/restoration for

this information.

* Offline members will be eligible to call for additional reports quarterly afier enrolling,

" Identity thefl insurance is underwritlen by insurance compeny subsidiaries or affiliates of American International Group, Inc. (AIG). The
description herein is a summary and intended for informational purposes only and does not include all terms, conditions and exclusions of
the policies described. Please refer to the actual policies for terms, conditions, and exclusions of coverage. Coverage may not be available in
all jurisdictions,
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What You Can Do. You can enroll in the Experian credit monitoring and identity restoration services. You can also
review the enclosed Steps You Can Take to Protect Against Identity Theft and Fraud, which includes guidance on
steps you can take to better protect against the possibility of fraud and identify theft. Because your Form W-2 may
have been subject to unauthorized access, we encourage you to file your 2016 federal and state tax return as soon as
possible if you have not already done so.

For More Information: We recognize that you may have questions that are not answered in this letter. If you have
questions, please call our dedicated assistance line at 1-888-757-1869, Monday through Friday from 9:00 a.m. to
9:00 p.m. EDT.

We sincerely regret any inconvenience this incident may cause. Greenwood School District 50 remains committed to
safeguarding information in our care and will continue to take proactive steps to enhance data security.

Sincerely,
David Loadholt,
Assistant Superintendent for Business
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What You Can Do. You can enroll in the Experian credit monitoring and identity restoration services. You can also
review the enclosed Steps You Can Take to Protect Against Identity Theft and Fraud, which includes guidance on
steps you can take to better protect against the possibility of fraud and identify theft. Because your Form 1095 may
have been subject to unauthorized access, we encourage you to file your 2016 federal and state tax return as soon as
possible if you have not already done so.

For More Information: We recognize that you may have questions that are not answered in this letter. If you have
questions, please call our dedicated assistance line at 1-888-757-1869, Monday through Friday from 9:00 a.m. to
9.00 p.m. EDT.

We sincerely regret any inconvenience this incident may cause. Greenwood School District 50 remains committed to
safeguarding information in our care and will continue to take proactive steps to enhance data security.

Sincerely,
David Loadholt,
Assistant Superintendent for Business
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@Grcenwood
School District 50
Return Mail Processing Center

P.O. Box 6336
Portland, OR 97228-6336

Mail 1D

Namel

Addressi

Address2

Cuy State Zip

Date

Re:  Notice of Data Security Event
Dear <<Name |

Greenwood School District 50 (“the District™), is writing to notify you of a recent incident that may affect the
security of your personal information. We are providing you with information regarding the incident, steps we have
taken since discovering the incident, and what you can do to protect against identity theft and fraud should you feel
it is appropriate to do so.

What Happened? In mid-February of this year, the District began receiving reports from a limited number of
current employees that they were contacted by the IRS regarding potential identity theft. In response, the District
hired an outside computer forensics expert to investigate whether a compromise of personal information held by
the District may have occurred. During the course of its investigation, the District learned that: (1) four District
employees’ email accounts had been logged into by an unauthorized individual between January 19, 2017 and
January 28, 2017, and that these email accounts contained personal information; and (2) certain current and
former employees’ iVision payroll portal accounts had been logged into by an unauthorized individual between
January 20, 2017 and February 12, 2017.

What Information Was fuvelved? Our investigation determined the tollowing types of your information were stored
withm onc or more atfected ematl accounts; name. <<Bank Account [nformation Credut Card Informaton
State 1D or Dnver's License Usernames and Passwords ==, Health Insurance Information==, and

Medica! Intormation

Our investigation also determined that your iVision payroll portal account was logged into by an unauthorized
individual. The page within your account that was accessed contained your recent years’ Form W-2, which includes
the following categories of information: (1) employee name; (2) employee address; (3) employee’s Social Security
number; and (4) the employee’s wage information.

What We Are Doing. The District takes your privacy and the security of the personal information within our care
very seriously. Since the incident was discovered, passwords for the affected employee email accounts were changed
and iVision was shut down while security modifications were made to prevent further unauthorized access. We are
taking additional steps to enhance data security protections to better protect against similar incidents in the future.
We are also notifying certain government regulators about this incident.

As an added precaution, the District is offering you access to 1 year of complimentary credit monitoring and
identity restoration services through Experian at no cost to you. Information on these services and how you
can enroll to receive them immediately are included within the enclosed Steps You Can Take to Protect Against

Identity Theft and Fraud.
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Steps You Can Take to Protect Against Identity Theft and Fraud

As an added precaution, the District is offering you access to 1 year of complimentary credit monitoring and identity
restoration services through Experian at no cost to you. If you believe there was fraudulent use of your information
and would like to discuss how you may be able to resolve those issues, please reach out to an Experian agent. If,
after discussing your situation with an agent, it is determined that identity restoration support is needed then an
Experian Identity Restoration agent is available to work with you to investigate and resolve each incident of fraud
that occurred from the date of the incident (including, as appropriate, helping you with contacting credit grantors to
dispute charges and close accounts; assisting you in placing a freeze on your credit file with the three major credit
bureaus; and assisting you with contacting government agencies to help restore your identity to its proper condition).

Please note that the ldentity Restoration services detailed above are available to you for 1 year from the date of this
letter and does not require any action or enrollment on your part at this time. The Terms and Conditions for this

offer are located at www.Experian]DWorks.com/restoration. You will also find self-help tips and information about

identity protection at this site.

While the Identity Restoration assistance detail is i i i , we also encourage you to
activate the fraud detection tools available through Expenan IdentityWorks S asa cornphmentary 1-year membership.

This product provides you with superior identity detection and resolution of identity theft. To start monitoring your
personal information please follow the steps below:

*  Ensure that you enroll by: <<Earellment Deadline>> ( Your code will not work after this dale)
«  Visit the Experian IdentityWorks website to enroll: sy w.experianidworks.com/creditone
= Provide your activation code: <<Enrollment Code>>

It you have questions about the product. need assistance with identity restoration or would ltke an alternative to
enrolling in Experian ldentnyWorks online, please contact Experian’s customer care team at §77-890-9332 by
<<Enrollment Deadling>>. Be prepared o provide engagement number <<Engagement Number>> as prool of
cligibility for the identity restoration scrvices by Experian.

Additional details regarding your I-YEAR EXPERIAN IDENTITY WORKS Membership:
A credit card is not required for enrollment in Experian IdentityWorks.

You can contact Experian immediately regarding any fraud issues, and have access to the following features once
you enroll in Experian IdentityWorks:
s Experian credit report at signup: See what information is associated with your credit file. Daily
credit reports are available for online members only.”
m  Credit Monitoring: Actively monitors Experian file for indicators of fraud.
m Identity Restoration: Identity Restoration agents are immediately available to help you address
credit and non-credit related fraud.
m Experian IdentityWorks ExtendCARE™: You receive the same high-level of Identity Restoration
support even after your Experian ldentntyWorks membership has expired.
s 51 Million Identity Theft Insurance™: Provides coverage for certain costs and unauthorized
electronic fund transfers.

What you can do to protcet your information: There are additional actions you can consider taking to reduce the
chances of identity theft or fraud on your account(s). Please refer to www.ExperianlDWorks.com/restoration for this
information. In addition to enrolling to receive the services detailed above, you may take action directly to further
protect against possible identity theft or financial loss.

* Offline members will be eligible to call for additional reports quarterly after enrolling.

** Identity theft insurance is underwritten by insurance company subsidiaries or afTiliates of American International Group, Inc. (AIG). The

dcscn‘)uon herein is a summary and intended for informational purposes only and does not include all terms, conditions and exclusions of

;'IT po u(:ilcs described. Please refer to the actual policies {or terms, conditions, and exclusions of coverage. Coverage may not be available in
jurisdictions.
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