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Notice of Data Breach 

Dear <<First Name>> <<Last Name>>, 

What Happened  
 
Since 1912, the officers, directors, and staff of the Brotherhood’s Relief & Compensation Fund have worked tirelessly to 
serve the membership.  The Fund has faced many challenges through the years, and we know that will always be the case. 
Unfortunately, the latest challenge occurred when the Fund became the target of a cyber-attack on January 3, 2021.  The 
Fund immediately launched a system recovery effort and engaged the services of a highly recommended digital forensic 
investigation firm.  Unfortunately, the results of the investigation cannot identify the criminals responsible. 
 
What Information Was Involved 
 
Although there is no evidence that any personal information was compromised, the following types of information are 
contained in the Fund’s database: name, address, date of birth, social security/insurance number, telephone number, and 
bank account information, if provided.   
 
What We Are Doing 
 
The Fund has conducted a review of system security.  We have deployed additional, redundant safeguards to protect member 
information.  We are also reassessing our business relationships with several information technology providers.   
 
In addition to fully complying with all reporting requirements, the Fund will extend credit monitoring and identity protective 
services to every individual in our database out of an abundance of caution.  We are offering identity theft protection services 
through IDX, the data breach and recovery services expert.  IDX identity protection services include: [12 months/24 months] 
of credit and CyberScan monitoring, a $1,000,000 insurance reimbursement policy, and fully managed id theft recovery 
services.  With this protection, IDX will help you resolve issues if your identity is compromised. 
 
What You Can Do 
 
We encourage you to contact IDX with any questions and to enroll in free identity protection services by calling 833-726-
0931 or going to https://response.idx.us/customending and using the Enrollment Code provided above.  IDX representatives 
are available Monday through Friday from 9 am - 9 pm Eastern Time.  Please note the deadline to enroll is [Enrollment 
Deadline]. 
 
Again, at this time, there is no evidence that your information has been misused.  However, we encourage you to take full 
advantage of this service offering.  IDX representatives have been fully versed on the incident and can answer questions or 
concerns you may have regarding protection of your personal information.  
 

To Enroll, Please Call: 
833-726-0931 

Or Visit: 
https://response.idx.us/customending 
Enrollment Code:  










