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<Date>> (Format: Month Day, Year)
<<first_name>> <<middle_name=> <<Jast_name=> <<suffix>>
<<address_1>>
<<address_2>>
<<city>>, <<stale_province>> <<postal_codc>>
<<country==

Dear <<first_name>> <<middle name>> <<last name>> <<suffix>>,

St. Joseph’s/Candler and our affiliated practices (SJ/C) are committed to protecting the confidentiality and security of the
information we maintain. As you may have heard in the news, SJ/C experienced a data security incident in June 2021. We
are writing to let you know that this incident may have resulted in unauthorized access to some of your information. This
letter explains the incident, measures that have been taken, and some steps you can take in response to protect your information.

On June 17, 2021, SJ/C identified suspicious activity in our IT network. Upon learning of the incident, we immediately
took steps to isolate and secure our systems so that we could continue to care for our patients. We then launched an
investigation with the assistance of cybersecurity finns and notified law enforcement. Through our investigation, we
determined that the incident resulted in an unauthorized party gaining access to our IT network between the dates of
December 18, 2020 and June 17, 2021. While in our IT network, the unauthorized party launched a ransomware attack
that made files on our IT systems inaccessible. The investigation further determined that the unauthorized party may
have accessed files that contain information pertaining to SJ/C patients, employees, and contractors. We cannot rule
out the possibility that, as a result of this incident, files containing some of your information may have been subject to
unauthorized access. This information may have included your name in combination with your address, date of birth,
Social Security number, driver’s license number, patient account number, billing account number, financial information,
health insurance plan member ID, medical record number, dates of service, provider names, and medical and clinical
treatment information regarding care you received from SJ/C.

We recommend you review the statements you receive from your healthcare providers and health insurance plan. If you
see any services that were not received, please contact the provider or health plan immediately. We also encourage you
to remain vigilant to the possibility of fraud by reviewing your financial account statements for any suspicious activity.
You should immediately report any suspicious activity to your financial institution. To further help you protect your
information, we are offering you a complimentary one-year membership in Experian’s IdentityWorkss™. This product
helps detect possible misuse of your information and provides you with identity protection support focused on immediate
identification and resolution of identity theft. Identity Works is free and enrolling in this program will not affect your credit
score. For more information on IdentityWorks, including instructions on how to activate your complimentary one-
year membership and steps you can take to protect your information, please see the pages that follow this letter.

We deeply regret any inconvenience or concern this incident may cause and take this matter seriously. To help prevent
something like this from happening again, we have implemented, and will continue to adopt, additional safeguards and
technical security measures to further protect and monitor our systems. If you have any questions about this incident, please

Sincerely,

Paul P. Hinchey
President & CEO
St. Joseph’s/Candler
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To help protect your identity, we are offering a complimentary one-year membership of Experian IdentityWorkssM
Credit 1B. This product helps detect possible misuse of your personal information and provides you with superior identity
protection support focused on immediate identification and resolution of identity theft.

Activate IdentityWorks Credit 1B Now in Three Easy Steps

1. ENROLL by: <<b2b_text I{Enrollment Deadline)>> (Your code will not work after this date.)
2. VISIT the Experian IdentityWorks website to enroll: https://www.experianidworks.com/credit

3. PROVIDE the Activation Code:_

If you have questions about the product, need assistance with identity restoration or would like an alternative to enrolling
in Experian IdentityWorks online, please contact Experian’s customer care team at (888) 271-7452. Be prepared to

provide engagement number _as proof of eligibility for the identity restoration

services by Experian.

ADDITIONAL DETAILS REGARDING YOUR 12-MONTH
EXPERIAN IDENTITYWORKS CREDIT 1B MEMBERSHIP:

A credit card is not required for enrollment in Experian IdentityWorks Credit 1B.

You can contact Experian immediately without needing to enroll in the product regarding any fraud issues. ldentity
Restoration specialists are available to help you address credit and non-credit related fraud.

Once you enroll in Experian IdentityWorks, you will have access to the following additional features:

e Experian credit report at signup: See what information is associated with your credit file. Daily credit reports
are available for online members only.*

¢ Credit Monitoring: Actively monitors Experian file for indicators of fraud.

¢ Experian I[dentityWorks ExtendCARE™: You receive the same high-level of Identity Restoration support
even after your Experian Identity Works membership has expired.

» $1 Million Identity Theft Insurance**: Provides coverage for certain costs and unauthorized electronic fund transfers.

Activate your membership today at https://www.experianidworks.com/credit
or call (888) 271-7452 to register with the activation code above.

What you can do to protect your information: There are additional actions you can consider taking to reduce the
chances of identity theft or fraud on your account(s). Please refer to www.ExperianlDWorks.com/restoration for this
information. If you have any questions about IdentityWorks, need help understanding something on your credit report or
suspect that an item on your credit report may be fraudulent, please contact Experian’s customer care team at (888) 271-7452.

* Offline members will be eligible to call for additional reports quarterly after enrolling.

** The Identity Theft Insurance is underwritten and administered by American Bankers Insurance Company of Florida, an Assurant company. Please refer to
the actual policies for terms, conditions, and exclusions of coverage. Coverage may not be available in all jurisdictions. Please refer to the actual policies
for terms, conditions, and exclusions of coverage. Coverage may not be available in all jurisdictions.











