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Re: Notice of Data Breach
Dear Sample A. Sample[, Dependents_all]:

Sequoia Benefits and Insurance Services LLC (“Company™) recently became aware that an unauthorized party may
have accessed a cloud storage system that contained persenal information provided in connection with the
Company’s services to its clients, including your employer or, if you are a dependent, your family member’s
employer.

What Happened? As socn as the Company became aware of the situation, a response plan was initiated and a
number of immediate actions were completed, including working with outside counsel to initiate a forensic review
by Dell Secureworks, a leading global security firm. That forensic review is now complete, which resuited in the
following findings:

No placement of malicious tools or other software such as ransomware was found.

No evidence of any threat to client or Company networks was found.

No evidence of compromise of Company endpoints was found.

No evidence of data being used or distributed has been found to date.

No evidence of continuing unauthorized activity in Company systems was found.

Unauthorized access of information in a cloud storage system occurred between September 22 and
October 6, 2022.

¢ The access was “read only,” and there is no evidence that the unauthorized party changed any client data.

Further, based on internal investigation, there have been no instances of service interruption for any client or
individuals from this situation. Even though the forensic review found no evidence that the unauthorized party
misused or distributed data, the Company is notifying clients and individuals and offering three years of identity
protection services through Experian to impacted individuals.

How did Company Respond?

As soon as the Company became aware that an unauthorized parly may have accessed a cloud storage system, the
Company initiated a response plan and completed a number of actions, including, retaining outside counsel to assist
in investigating this matter, activating through counsel Dell Secureworks to conduct a thorough forensic review, and
engaging through counsel a separate global consulting firm with cybersecurity expertise to serve as technical advisors
to counsel to supplement the security review,

What Information Was Potentially Involved? The unauthorized party may have been able to access some personal
information, including demographic information such as name, address, date of birth, gender, marital status, and
employment status, social security number, work email address, member ID, wage data for benefits, attachments that
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may have been provided for advocate services (if any). and ID cards and any COVID test results or vaccine card that
may have been upioaded.

Description of Experian Services:
As mentioned above. there was no evidence of unauthorized use or distribution of personal information: however. the
Company is offering complimentary access to Experian IdentityWorks™ for 36 months.

If you believe there was frandulent use of your or your dependent’s information as a result of this situation and would
like to discuss how you may be able 10 resolve those issues. please reach out to an Experian agent. Please note that
Identity Restoration is available to you and your dependents for 36 months from the date of this letter and does not
require any action on your part at this time. The Terms and Conditions for this offer are located at
www.Experian]DWorks.convrestoration.

While identity restoration assistance is immediately available to you and your dependents. we also encourage you to
activate the frand detection tools available through Experian IdentityWorks as a complimentary 36-meonth
membership. This produet provides you and your dependents with superior identity detection and resolution of identity
theft. To start monitoring personal information. please follow the steps below:

=  Ensure that you enroll by_ (Your code will not work after this date.)
= Visit the Experian IdentityWorks website to enroll: https://www.experianidworks.com/phis
= Provide this activation code:
»  If asked, please provide engagement

If you are enrolling your minor dependeni{s). to whom this letter also is addressed. please follow the steps below:

= Ensure that you envoll your dependent(s) bym (Your code will not work after this date.)
®  Visit the Experian IdentityWorks website to enroil: hittps://www experianidworks.com/minorplus

*  Provide this activation code for each dependent being enrolled:
*  If asked. please provide the minor dependent engagement #

If you have questions about the product. need assistance with Identity Restoration that arose as a result of this matter
or would like an altemative to enrolling in Experian IdentityWorks online. please contact Experian’s customer care
team at 844-850-0017 by IR prepared to provide the applicable engagement number above as proof
of eligibility for the Identity Restoration services by Experian.

ADDITIONAL DETAILS REGARDING YOUR 36-MONTH EXPERIAN IDENTITYWORKS
MEMEBERSHIFP

A credit card is not required for enroflment in Experian IdentityWorks. You can contact Experian immediately
regarding any fraud issues. and have access 1o the following features once you enroll in Experian IdentityWorks:

2 Experian credit report at signup: See what information is associated with your credit file. Daily credit
reports are available for online members only.*

= Credit Monitoring: Actively monitors Experian file for indicators of fraud.

s Internet Surveillance: Technology searches the web. chat rooms & bulletin boards 24/7 to identify trading
or selling of your personal information on the Dark Web,

= Identity Restoration: Identity Restoration specialists are immediately available to help you address credit
and non-credit related fraud.

*  Experian IdentityWorks Extend CARE™: You receive the same high-level of Identity Restoration support
even after your Experian IdentityWorks membership has expired.

= $1 Million Identity Theft Insurance**: Provides coverage for certain costs and unauthorized electronic
fund transfers.

* Offline members will be eligible 10 call for additional reports quarterly after enrolling.

** The Identity Theft Insurance is uoderwritten and administered by Amenican Bankers Insurance Company of Flonda, an Assurant company,
Please refer to the actual policies for termis, conditions, and exclusions of coverage. Coverage may not be available in all jurisdictions
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For your minor dependent enrollees, the Identity Works service includes the following features:

® Social Security Number Trace: Monitoring to determine whether enrolled minors in your household have
an Experian credit report. Alerts of all names, aliases and addresses that become associated with your
minor’s Social Security Number (SSN) on the Experian credit report.

* Internet Surveillance: Technology searches the web, chat rooms & bulletin boards 24/7 to identify trading
or selling of your personal information on the Dark Web.

* Identity Restoration: Identity Restoration specialists are immediately available to help you address credit
and non-credit related fraud.

®  Experian IdentityWorks ExtendCARE™: You receive the same high-level of Identity Restoration support
even after your Experian [dentity Works membership has expired.

= §1 Million Identity Theft Insurance**: Provides coverage for certain costs and unauthorized electronic
fund transfers.

What You Can Do.

To further protect your information, you can take steps to monitor your accounts, obtain your credit reports, or place
a fraud alert or security freeze on your credit account. For information on each of these steps, please review
Attachment A. Depending on your jurisdiction, you may also have additional rights available to you, which you can
review in Attachment B.

For More Information.

If you have further questions or concerns, or would like an alternative to enrolling online, please call 844-850-0017
toll-free Monday through Friday from 8 am — 10 pm Central, or Saturday and Sunday from 10 am — 7 pm Central
{excluding major U.S. holidays). Be prepared to provide your engagement number and/or your minor dependent’s
engagement number as listed above.

** The Identity Thefi Insurance 1s underwnitten and administered by American Bankers Insurance Company of Florida, an Assurant company
Please refer to the actual policies for terms, conditions, and exclusions of coverage Coverage may not be available in all jurisdictions.
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Attachment A: Additional Information on Protecting Your Information

Mgenitor Your Accounts

We recommend that you regularly review statements from your accounts and periodically obtain your credit report from
one or more of the national credit reporting companies. You may obtain a free copy of your credit report online at
wwiw.annualcreditreport.com, by calling toll-free 1-877-322-8228, or by mailing an Annual Credit Report Request Form
(available at wwiv.annualcreditreport.com) to Annual Credit Report Request Service, P.O. Box 105281, Atlanta, GA,
30348-5281. You may also purchase a copy of your credit report by contacting one or more of the three national credit
reporting agencies listed below,

Equifax® Experian TransUnion®
P.O. Box 740241 P.0. Box 9701 P.0. Box 1000
Atlanta, GA 30374-0241 Allen, TX 75013-9701 Chesler, PA 19016-1000
1-800-685-1111 1-888-397-3742 1-800-888-4213
www.equifax.com Www.experian.com www transunion.com

When you receive your credit reports, review them carefully. Look for accounts or creditor inquiries that you did not initiate
or do not recognize. Look for information, such as home address and Social Security number that is not accurate. [f you see
anything you do not understand, call the credit reporting agency at the telephone number on the report.

Credit Freeze

You have the right to put a security freeze, also known as a credit freeze, on your credit file, so that no new credit can be
opened in your name without the use of a Personal Identification Number (PIN) that is issued to you when you initiate a
freeze. A credit freeze is designed Lo prevent potential credit grantors from accessing your credit report without your consent.
If you place a credit freeze, potential creditors and other third parties will not be able to access your credit report unless you
temporarily lift the frecze. Therefore, using a credit freeze may delay your ability to obtain credit. Pursuant to federat law,
you cannot be charged to place or lift a credit freeze on your credit report. Should you wish to place a credit freeze, please
contact all three major consumer reporting agencies listed below.,

Equifax Experian TransUnion
P.O. Box 105788 P.O. Box 9554 P.O. Box 2000
Allanta, GA 30348-5788 Allen, TX 75013-9554 Chester, PA 19016-2000
1-800-685-1111 1-888-397-3742 1-888-909-8872
www.equifax.com/personal/ Www experian.com/ www.transunion.com/
credit-report-services freeze/center himl credit-freeze

You must separalely place a credit freeze on your credit file at each credit reporting agency. The following information
should be included when requesting a credit freeze:

1) Full name, with middle initial and any suffixes;

2) Social Security number;,

3) Date of birth (month, day, and year);

4) Current address and previous addresses for the past five (5) years;

5) Proof of current address, such as a current utility bill or telephone bill;

6) Other personal information as required by the applicable credit reporting agency;

[fyou request a credit freeze online or by phone, then the credit reporting agencies have one ( 1} business day after receiving
your request to place a credit freeze on your credit file report. If you request a lift of the credit freeze online or by phone,
then the credit reporting agency must lift the freeze within one (1) hour. If you request a credit freeze or lift of a credit freeze
by mail, then the credit agency must place or lift the credit freeze no later than three (3) business days after getting your
request.

Fraud Alerts

You also have the right to place an initial or extended fraud alert on your file at no cost. An initial fraud alent lasts 1-ycar
and is placed on a consumer’s credit file. Upon secing a fraud alert display on a consumer’s credit file, a business is required
to take steps to verify the consumer’s identily before extending new credit. If you are a victim of identity theft, you are
entitled to an extended fraud alert, which is a fraud alert lasting 7 years. Should you wish to place a fraud alert, please contact
any one of the agencies listed below. The agency you contact will then contact the other two credit agencies.
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Equifax Experian TransUnion

P.0. Box 105788 P.O. Box 9554 P.O. Box 2000
Atlanta, GA 30348-5788 Allen, TX 75013-9554 Chester, PA 19016-2000
1-888-766-0008 1-888-397-3742 1-800-680-7289
www.equilax.com/personal/ www.experian.com/ www.transunion,com/fraud-
credit-report-services fraud/center html victim-resource/place-fraud-alert

Monitor Your Personal Health Information

If applicable to your situation, we recommend that you regularly review the explanation of benefits statement that you
receive from your insurer. [f you see any service that you believe you did not receive, please contact your insurer at the
number on the statement. If you do not receive the regular explanation of benefits statements, contact your provider and
request them to send such statements following the provision of services in your name or number.

You may want to order copies of your credit reports and check for any medical bills that you do not recognize. If you find
anything suspicious, call the credit reporting agency at the phone number on the report. Keep a copy of this notice for your
records in case of future problems with your medical records. You may also want to request a copy of your medical records
from your provider, to serve as a baseline. If you are a Califomia resident, we suggest that you visit the website of the
California Office of Privacy Protection at www.privacy.ca.gov to find mare information about your medicat privacy.

Additional Information

You can [urther educate yourself regarding identity theft and the steps you can take to protect yourself, by contacting your
state Attorney General or the Federal Trade Commission. Instances of known or suspected identity theft should be reported
to law enforcement, your Attorney General, and the FTC.

The Federal Trade Commission
600 Pennsylvania Avenue, NW
Washington, DC 20580
1-877-ID-THEFT (1-877-438-4338)
TTY: 1-866-653-4261
www.fte.gov/idtheft
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Attachment B: Additional State Law Information

For residents of the District of Columbia, lowa, Maryland, North Carelina, Oregon, and Rhode Island

You may contact your Attorney General for additional information about avoiding identity theft. 1T you are a
Rhode Island resident, you may also file a police report by contacting local or state law enforcement agencies.
You may use the following information to contact your attorney general:

Office of the Attorney General
Office of Consumer Protection
400 6" Street NW
Washington, DC 20001
(202) 442-9828
www.oag.dc.gov

North Carolina
Department of Justice
9001 Mail Service Center
Raleigh, NC 27699-9001
(919) 716-6000
www ncdoj.gov

Office of the
Attorney General of lowa
Hoover State Office Building
1305 E. Walnut Street
Des Moines, 1A 50319
(515) 281-5926 / (888) 777-4590
www_iowaattorneygeneral.gov

Oregon Department of Justice
1162 Court Street NE
Salem, OR 97301-4096
(877) 877-9392
www.doj.state.or.us

Maryland Otfice of
the Attorney General
Consumer Protection Division
200 St. Paul Place
Baltimore, MD 21202
(410) 528-8662
www marylandattorneygeneral.gov

Rhode Island Office of
the Attorney General
Consumer Protection Division
150 South Main Street
Providence, R1 02903
1(401) 274-4400
www riag ri.gov

For residents of Massachuseits:

Under Massachusetts law, you have the right to obtain any police report filed in connection to the incident, If
you are the victim of identity thefi, you also have the right to file a police report and obtain a copy of it.

For residents of New Mexico:

You have rights under the federal Fair Credit Reporting Act (FCRA). These include, among others, the right
to know what is in your file; to dispute incomplete or inaccurate information; and 10 have consumer reporting
agencies correct or delete inaccurate, incomplete, or unverifiable information. For more information about the
FCRA, please visit www fic.gov.
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Re: Notice of Data Breach

Dear Sample A. Sample:

Sequoia Benefits & Insurance Services LLC (“Company”) recently became aware that an unauthorized party may
have accessed a cloud storage system that contained personal information provided in connection with the
Company’s services to its clients, including your employer,

What Happened? As soon as the Company became aware of the siluation, a response plan was initiated and a
number of immediate actions were completed, including working with outside counsel to initiate a forensic review
by Dell Secureworks, a leading global security firm. That forensic review is now complete, which resulted in the
following findings:

No placement of malicious tools or other sofiware such as ransomware was found.

No evidence of any threat to client or Company networks was found.

No evidence of compromise of Company endpoints was found.

No evidence of data being used or distributed has been found to date.

No evidence of continuing unauthorized activity in Company systems was found.

Unauthorized access of information in a cloud storage system occurred between September 22 and
October 6, 2022.

*  The access was “read only,” and there is no evidence that the unauthorized party changed any client data.

Further, based on internal investigation, there have been no instances of service interruption for any client or
individuals from this situation. Even though the forensic review found no evidence that the unauthorized party
misused or distributed data, the Company is notifying clients and individuals and offering three years of identity
protection services through Experian to impacted individuals.

How did Company Respond? As soon as the Company became aware that an unauthorized party may have
accessed a cloud storage system, the Company initiated a response plan and completed a number of actions,
including, retaining outside counsel to assist in investigating this matter, activating through counsel Dell
Secureworks to conduct a thorough forensic review, and engaging through counsel a separate global consulting firm
with cybersecurily expertise to serve as technical advisors to counsel Lo supplement the security review.

What Information Was Potentially Involved? The unauthorized party may have been able 1o access some of your
personal information, including demographic information such as your name, address, date of birth, gender, marital
stalus, and employment status, social security number, work email address, member 1Ds, wage data for benefits,
altachments you may have provided for advocate services (if any), and 1D cards and any COVI1I} test results, or vaccine
card that you may have uploaded.
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Description of Experian Services. As mentioned above. there was no evidence of unauthorized use or distribution
of personal information: however, the Company is offering complimentary access 1o Experian IdentityWorks™ for
36 months.

If you believe there was fraudulent use of your infonnation as a result of this situation and would like to discuss how
you may be able to resolve those issues. please reach out to an Experian agent. Please note that Identity Restoration is
available to you for 36 months from the date of this letter and does not require any action on your part at this time.
The Terms and Conditions for this offer are located af www.ExperianID Works.convrestoration.

While identity restoration assistance is inunediately available to you. we also encourage you to activate the fraud
detection tools available through Experian IdentityWorks as a complimentary 36-month membership. This product
provides you with superior identity detection and resolution of identity theft. To start monitoring personal information.
please follow the steps below:

= Ensure that you enroll bym (Your code will not work after this date.}

= Visit the Experian Identity Works website to enroll: https:/iwww.experianidworks.convplus
= Provide your activation code:
»  If asked, please provide engagement #

If you have questions about the product. need assistance with Identity Restoration thar arose as a result of this matter
or would like an alternative to enrolling in Experian IdentityWorks online. please contact Experian’s customer cage
team at 844-850-0617 by Be prepared to provide the engagement nuntber - as proof of
eligibility for tlie Identity Restoration services by Experian.

ADDITIONAL DETAILS REGARDING YOUR 36-MONTH EXPERIAN IDENTITYWORKS
MEMBERSHIP

A credit card is not required for enrollment in Experian IdentityWorks. You can contact Experian immediately
regarding any fraud issues, and have access to the following features once you enroll in Experian IdentityWorks:

* Experian credit report at signup: See what information is associated with your credit file. Daily credit
reports are available for online members only. *

= Credit Monitoring: Actively monitors Expenian file for indicators of fraud.

* Internet Surveilinnce: Technology searches the web, chat rooms & bulletin boards 24/7 to idemify trading
or selling of your personal information on the Dark Web.

= Identity Restoration: Identity Restoration specialists are immediately available to help you address credit
and non-credit related fraud.

= Experian IdentityWorks ExtendCARE™: You receive the same high-level of Identity Restorafion support
even after your Experian IdentityWorks membership has expired.

=  $1 Million Identity Theft Insurance**: Provides coverage for certain costs and unauthorized electronic
fund transfers.

What You Can Do. To further protect your information, you can take sleps to monitor your accounts, obtain your
credit reports. or place a fraud alert or security freeze on your credit account. For information on each of these steps.
please review Attachment A. Depending on your jurisdiction. you may also have additional rights available to you.
which you can review in Attachment B,

For More Information. If you have further questions or concerns, or would like an alternative to enrolling ontine,
please call 844-850-0017 toll-free Monday through Friday from 8 am — 10 pm Central. or Satwday and Suanday from
10 am ~ 7 pm Central (excluding major U.S. holidays). Be prepared 1o provide your engagement mmlberﬁ

* Offline members will be eligible to call for additonal reports quarterly after enroliing.

** The Identity Thefi Insurance 15 underwniten and administered by American Bankers Insurance Company of Flonida, an Assurant company
Please refer to the actual policies for tesms, conditions, and excl of coverage. Caverage may not be available in all jurisdictions.
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Attachment A: Additional Infermation on Protecting Your Information

Monitor Your Accounts

We recommend that you regularly review stalements from your accounts and periodically obtain your credit report from
one or more of the national credit reporting companies. You may obtain a free copy of your credit report online at
www.annualcreditreport.com, by calling toll-free 1-877-322-8228, or by mailing an Annual Credit Report Request Form
(available at www.annualcreditreport.com) to Annual Credit Report Request Service, P.O. Box 105281, Atlanta, GA,
30348-5281. You may also purchase a copy of your credit report by contacting one or more of the three national credit
reporting agencies listed below.

Equifax® Experian TransUnion®
P.O. Box 740241 P.O. Box 9701 P.O. Box 1000
Atlanta, GA 30374-0241 Allen, TX 75013-9701 Chester, PA 19016-1000
1-800-685-1111 1-888-397-3742 1-800-888-4213
WWW.eguifaX.COm www.experian.cnm www.transunion.com

When you receive your credit reports, review them carefully. Look for accounts or creditor inquiries that you did not initiate
or do not recognize. Look for information, such as home address and Social Security number that is not accurate, If you see
anything you do not understand, call the credit reporting agency at the telephone number on the report.

Credit Freeze

You have the right to put a security freeze, also known as a credit freeze. on your credit file, so that no new credit can be
opened in your name without the use of a Personal Identification Number (PIN) that is issued to you when you initiate a
freeze. A credit freeze is designed to prevent potential credit grantors from accessing your credit report without your consent.
If you place a credit freeze, potential creditors and other third parties will not be able 1o access your credit report uniess you
terporarily lift the freeze. Therefore, using a credit freeze may delay your ability 1o obtain credit. Pursuant to federal law,
you cannot be charged to place or lift a credit freeze on your credit report. Should you wish to place a credit freeze, please
contact atl three major consumer reporting agencies listed below.,

Equifax Experian TransUnion
P.O. Box 105788 P.O. Box 9554 P.O. Box 2000
Atlanta, GA 30348-5738 Allen, TX 75013-9554 Chester, PA 19016-2000
1-800-685-1111 1-888-397-3742 1-888-909-8872
www.equifax.com/personal/ www.experian.com/ www transunion.com/
credit-report-services freeze/center html credit-freeze

You must separately place a credit freeze on your credit file at each credit reporting agency. The following information
should be included when requesting a credit freeze:

1) Full natne, with middle initial and any suffixes;

2) Sacial Security number;

3) Date of birth (month, day, and year);

4) Current address and previous addresses for the past five (5) years;

5) Proof of current address, such as a current utility bill or telephone bill;

6) Other personal information as required by the applicable credit reporting agency; ,

If you request a credit freeze online or by phone, then the credit reporting agencies have one (1) business day after receiving
your request to place a credit freeze on your credit file report. If you request a lift of the credit freeze online or by phone,
then the credit reporting agency must lift the freeze within one (1) hour. If' you request a credit freeze or lift of a credit freeze
by mail, then the credit agency must place or lift the credit freeze no later than (hree (3) business days afler getting your
request.

Fraud Alerts

You also have the right to place an initial or extended fraud alert on your file at no cost. An initial fraud alert lasts 1-year
and is placed on a consumer’s credit file. Upon seeing a fraud alert display on a consumer’s credit file, a business is required
to take steps to verify the consumer’s identity before extending new credit. If you are a victim of identity theft, you are
entitled to an extended fraud alert, which is a fraud alert lasting 7 years. Should you wish 1o place a fraud alert, please contact
any one of the agencies listed below. The agency you contact will then contact the other two credit agencies.
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Equifax Experian TransUnion

P.O. Box 105788 P.O. Box 9554 P.0O. Box 2000
Atlanta, GA 30348-5788 Allen, TX 75013-9554 Chester, PA 19016-2000
1-888-766-0008 1-888-397-3742 1-800-680-7289
www.equifax.com/personal/ www.experian.com/ www.lransunion.com/fraud-
credit-report-services fraud/center html victim-resource/place-fraud-alert

Monitor Your Personal Health Information

If applicable to your situation, we recommend that you regularly review the explanation of benefits statement that you
receive from your insurer. If you see any service that you believe you did not receive, please contact your insurer at the
number on the statement. If you do not receive the regular explanation of benefits statements, contact your provider and
request them to send such statements following the provision of services in your name or number.

You may want to order copies of your credit reports and check tor any medical bills that you do not recognize. If you find
anything suspicious, call the credit reporting agency at the phone number on the report. Keep a copy of this notice for your
records in case of future problems with your medical records. You may also want to request a copy of your medical records
from your provider, 1o serve as a baseline. If you are a California resident, we suggest that you visit the website of the
Califomia Office of Privacy Protection at wiww.privacy.ca.gov to find more information about your medical privacy.

Additional Information

You can further educate yourself regarding identity theft and the steps you can take 1o protect yourself, by contacting your
state Attorney General or the Federal Trade Commission. Instances of known or suspected identity theft should be reporied
to law enforcement, your Attomey General, and the FTC,

The Federal Trade Commission
600 Pennsylvania Avenue, NW
Washington, DC 20580
1-877-1D-THEFT (1-877-438-4338)
TTY: 1-866-653-4261
www.fic.poviidihefi
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Attachment B: Additional State Law Information

For residents of the District of Columbia, fowa, Maryland, North Carolina, Oregon, and Rhode Island

You may contact your Attorney General for additional information about avoiding identity theft. If you are a
Rhode Island resident, you may also file a police report by contacting local or state law enforcement agencies.
You may use the following information to contact your atiorney general:

Office of the Atlorney General
Office of Consumer Protection
400 6™ Street NW
Washington, DC 20001
(202) 442-9828
www.oag.dc.gov

North Carolina
Department of Justice
9001 Mail Service Center
Raleigh, NC 27699-9001
(919) 716-6000
www nedoj.gov

Office of the
Attorney General of [owa
Hoover State Office Building
1305 E. Walnut Street
Des Moines, [A 50319
(515)281-5926 / (888) 777-4590
www.iowaattorneygeneral.gov

Oregon Department of Justice
1162 Court Street NE
Salem, OR 97301-4096
(877) 877-9392
wwaw.doj.state.or.us

Maryland Office of
the Attorney General
Consumer Protection Division
200 St. Paul Place
Baltimore, MD 21202
(410) 528-8662
www marylandattorneygeneral.gov

Rhode Island Office of
the Attorney General
Consumer Protection Division
150 South Main Street
Providence, RI 02903
1 (401) 274-4400
WWww riag ri.gov

For residents of Massachusetts:

Under Massachusetts law, you have the right to obtain any police report filed in connection to the incident. If
you are the victim of identity thefl, you also have the right to file a police report and obtain a copy of it.

For residents of New Mexico:

You have rights under the federal Fair Credit Reporting Act (FCRA). These include, among others, the right
to know what is in your file; to dispute incomplete or inaccurate information; and to have consumer reporting
agencies correct or delete inaccurate, incomplete, or unverifiable information. For more information about the
FCRA, please visit www fic.gov.
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Return Mail Processing
PO Box 999
Suwanee, GA 30024

December 7, 2022
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SAMPLE A, SAMPLE - L02
APT ABC

@ 123 ANY ST
 ANYTOWN, US 12345-6789

Re: Notice of Data Breach

Dear Sample A. Sample[, Dependents_all]:

Sequoia One PEQ LLC (“Company™) recently became aware that an unauthorized party may have accessed a cloud
storage system that contained personal information provided in connection with its services to the Company’s clients,
including either for your employer or, if you are a dependent, your family member’s employer.

What Happened? As soon as the Company became aware of the situation, a response plan was initiated and a number of
immediale actions were completed, including working with outside counsel to initiate a forensic review by Dell
Secureworks, a leading global security firm. That forensic review is now complete, which resulted in the following findings:

No placement of malicious tools or other sofiware such as ransomware was found.

No evidence of any threat to client or Company networks was found.

No evidence of compromise of Company endpoinis was found.

No evidence of data being used or distributed has been found to date.

No evidence of continuing unauthorized activity in Company systems was found.

Unauthorized access of information in a cloud storage system occurred between September 22 and
October 6, 2022.

e  The access was “read only,” and there is no evidence that the unauthorized party changed any client data.

Further, based on internal investigation, there have been no instances of service interruption for any client or
individuals from this situation, Even though the forensic review found no evidence that the unauthorized party misused
or distributed data, the Company is notifying clients and individuals and offering three years of identity protection
services through Experian to impacted individuals.

How did the Company Respond? As soon as the Company became aware that an unauthorized party may have
accessed a cloud storage system, the Company initiated a response plan and completed a number of actions, including,
retaining outside counsel to assist in investigating this matter, activating through counsel Dell Secureworks to conduct
a thorough forensic review, and engaging through counsel a separate global consulting firm with cybersecurity
expertise to serve as technical advisors to counsel to supplement the security review.

What Information Was Potentially Involved? The unauthorized party may have been able to access some of your
personat information, including demographic information such as your name, address, date of birth, gender, marital
status, and employment status, social security number, work email address, member 1Ds, wage data for benefits,
attachments you may have provided for advocate services (if any), and ID cards and any COVID test results or vaccine
card that you may have uploaded.
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Description of Experian Services. As mentioned above. there was no evidence of unauthorized use or distribution
of personal information: however. the Company is offering complimentary access to Experian IdentityWorks™ for
36 months.

If you believe there was fraudulent use of your or your dependent’s information as a result of this situation and would
like to discuss how you may be able to resolve those issues. please reach out to an Experian agent. Please note that
Identity Restoration is available to you and your dependents for 36 months from the date of this letter and does not
require any action on your part at this time. The Terms and Condittons for this offer are located at
www.ExpenanlDWorks convrestoration.

While identity restoration assistance is immediately available fo you and your dependents, we also encourage you to
activate the fraud detection tools available through Experian IdentityWorks as a complimentary 36-month
membership. This produet provides you and your dependents with superior identity detection and resolution of identity
theft. To start monitoring personal information, please follow the steps below:

*  Ensure that you enroll by (Your code will not work after this date.)

" Visit the Experian IdentityWorks website to enroll: https://www experianidworks.com/plus
s Provide this activation code:

= Ifasked. please provide engagement

If you are enrolling your minor dependent(s). to whom this letter also is addressed, please follow the steps below:

*  Ensure that you enroll your dependent(s) by” (Your code will not work after this date.)
nro

®  Visit the Experian Identity Works website to e : hittps://warw experianidworks. convminorplus
*  Provide this activation code for each dependent being enrolled:
s If asked. please provide the minor dependent engagement #

If you have questions about the product. need assistance with Idemtity Restoration that arose as a result of this matter
or would like an altemative 1o enrolling in Experian IdentityWorks online, please comntact Experian's customer care

team at 844-850-0017 by_. Be prepared to provide the applicable engagement number above as proof
of eligibility for the Identity Restoration services by Experian.

ADDITIONAL DETAILS REGARDING YOUR 36-MONTH EXPERIAN IDENTITYWORKS
MEMBERSHIP

A credit card is not required for enrollment in Experian IdentityWorks. You can contact Experian immediately
regarding any fraud issues. and have access to the following features once you enroll in Experian IdentityWorks:

= Experian credit report at signup: See what information is associated with your credit file. Daily credit
reports are available for online members only.*

*  Credit Monitoring: Actively monitors Experian file for indicators of frand.

« Internmet Surveiliance: Technology searches the web. chat rooms & bulletin boards 24/7 to identify trading
or selling of your personal information on the Dark Web.

= Identity Restoration: Identity Restoration specialists are immediately available to help you address credit
and non-credit related fraud.

*  Experian IdentiryWorks ExtendCARE™: You receive the same high-level of Identity Restoration support
even after your Experian Identity Works membership has expired.

* §I Million Identity Theft Insurance**: Provides coverage for certain costs and unauthorized electronic
fund transfers.

* Offlme members will be eligible 1o call for additonal reports quarterly after enrolling.

** The Idenuty Theft Insurance 1s naderwritten and admimstered by Amenican Bankers Insurance Company of Florida, an Assurant company.
Please refer 1o the actual policies for terms, conditions, and exclusions of coverage. Coverage may not be available in all jurisdictions.

Engageen:



For your minor dependent enrollees, the Identity Works service includes the following features:

®  Social Security Number Trace: Monitoring to determine whether enrolled minors in your household have
an Experian credit report. Alerts of all names, aliases and addresses that become associated with your
minor’s Social Security Number (SSN} on the Experian credit report.

* Internet Surveillance: Technology searches the web, chal rooms & bulletin boards 24/7 to identify trading
or selling of your personal information on the Dark Web.

*  Identity Restoration: ldentity Restoration specialists are immediately available to help you address credit
and non-credit related fraud.

= Experian ldentityWorks ExtendCARE™: You receive the same high-level of Identity Restoration support
even afler your Experian Identity Works membership has expired.

* 31 Million Identity Theft Insurance**: Provides coverage for certain costs and unauthorized electronic
fund transfers.

What You Can Do. To further protect your information, you can take steps to monitot your accounts, obtain your
credit reports, or place a fraud alert or security freeze on your credit account. For information on each of these steps,
please review Attachment A. Depending on your jurisdiction, you may also have additional rights available to you,
which you can review in Attachment B,

For More Information.
If you have further questions or concerns, or would like an alternative 1o enrolling online, please cail 844-850-0017
toll-free Monday through Friday from 8 am — 10 pm Central, or Saturday and Sunday from 10 am — 7 pm Central

(excluding major U.S. holidays). Be prepared to provide your engagement number andfor your minor dependent’s
engagement number.

** The Identity Thefi Insurance 1s underwriiten and administered by American Bankers Insurance Company of Florida, an Assurant company
Please refer to the actual pelicies for terms, conditions, and exclusions of coverage Coverage may not be available in all jurisdictions.
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Attachment A: Additional Information on Protecting Your Information

Monitor Your Accounts

We recommend that you regularly review statements from your accounts and periodically obtain your credit report from
one or more of the national credit reporting companies. You may obtain a free copy of your credit report online at
www.annualcreditreport.com, by calling toll-free 1-877-322.8228, or by mailing an Annual Credit Report Request Form
(available at www.annualcreditreport.com) to Annual Credit Report Request Service, P.O. Box 105281, Atlanta, GA,
30348-5281. You may also purchase a copy of your credit report by contacting one or more of the three national credit
reporting agencies listed below.

Equifax® Experian TransUnion®
P.O. Box 740241 P.O. Box 9701 P.O. Box 1000
Atlanta, GA 30374-0241 Allen, TX 75013-9701 Chester, PA 19016-1000
1-800-685-1111 1-888-397-3742 1-800-888-4213
www.equifax.com www.experian.com WWW.Lransunion.com

When you receive your credit reports, review them carefully. Look for accounts or creditor inquiries that you did not initiate
or do not recognize. Look for information, such as home address and Social Security number that is not accurate. If you see
anything you do not understand, call the credit reporting agency at the telephone number on the report.

Credit Freeze

You have the right to put a security freeze, also known as a credit freeze, on your credit file, so that no new credit can be
opened in your name without the use of a Personal Identification Number (PIN) that is issued to you when you initiate a
freeze, A credit freeze is designed to prevent potential credit grantors from accessing your credil report without your consent,
Ifyou place a credit freeze, potential creditors and other third parties will not be able to access your credit report unless you
temporarily lifi the freeze. Therefore, using a credit freeze may delay your ability to obtain credit. Pursuant to federal law,
you cannot be charged to place or lift a credit freeze on your credit report. Should you wish to place a credit freeze, please
contact all three major consumer reporting agencies listed below.

Equifax Experian TransUnion
P.O. Box 105788 P.O. Box 9554 P.0O. Box 2000
Atlanta, GA 30348-5788 Allen, TX 75013-9554 Chester, PA 19016-2000
1-800-685-1111 1-888-397-3742 1-888-909-8872
www.equifax.com/personal/ www.experian.com/ www.transunion.com/
credit-report-services freeze/center html credit-freeze

You must separately place a credit freeze on your credit file at each credit reporting agency. The following information
should be included when requesting a credit freeze:

1) Full name, with middle initiat and any suffixes;

2) Social Security number;

3) Date of birth (month, day, and year);

4) Current address and previous addresses for the past five (5} years;

3) Proof of current address, such as a current utility bill or telephone bill;

6) Other personal information as required by the applicable credit reporting agency;

Ifyou request a credit freeze online or by phone, then the credit reporting agencies have one (1) business day after receiving
your request to place a credit freeze on your credit file report. If you request a lift of the credit freeze online or by phone,
then the credit reporting agency must lifi the freeze within one (1) hour. If you request a credit freeze or lift of a credit freeze
by mail, then the credit agency must place or lift the credit freeze no later than three (3) business days afier getiing your
request.

Fraud Alerts

You also have the right to place an initial or extended fraud alert on your file at no cost. An initial fraud alert lasis 1-year
and is placed on a consumer’s credit file. Upon seeing a fraud alert display on a consumer’s credit file, a business is required
to take steps to verify the consumer’s identity before extending new credit. If you are a victim of identity theft, you are
entitled to an extended fraud alert, which is a fraud alert lasting 7 years. Should you wish to place a fraud alert, please contact
any one of the agencies listed below. The agency you contact will then contact the other two credit agencies.
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Equifax Experian TransUnion

P.O. Box 105788 P.O. Box 9554 P.O. Box 2000
Altlanta, GA 30348-5788 Allen, TX 75013-9554 Chester, PA 19016-2000
1-888-766-0008 1-888-397-3742 1-800-680-7289
www.equifax.com/personal/ www.experian.com/ www transunion.com/fraud-
credit-report-services fraud/center html victim-resource/place-fraud-alert

Monitor Your Personal Health Information

If applicable to your situation, we recommend that you regularly review the explanation of benefits statement that you
receive from your insurer. If you see any service that you believe you did not receive, please contact your insurer at the
number on the statement. If you do not receive the regular explanation of benefits statements, contact your provider and
request them to send such statements following the provision of services in your name or number.

You may want to order copies of your credit reports and check for any medical bilts that you do not recognize. If you find
anything suspicious, call the credit reporting agency at the phone number on the report. Keep a copy of this notice for your
records in case of future problems with your medical records. You may also want to request a copy of your medical records
from your provider, to serve as a baseline. If you are a California resident, we suggest that you visit the website of the
California Office of Privacy Protection at www.privacy.ca.gov to find more information about your medical privacy.

Additional Information

You can further educate yourself regarding identity theft and the steps you can take to proiect yourself, by contacting your
state Attomey General or the Federal Trade Commission, Instances of known or suspected identity theft should be reported
to law enforcement, your Atlorney General, and the FTC.

The Federal Trade Commission
600 Pennsylvania Avenue, NW
Washington, DC 20580
1-877-1D-THEFT (1-877-438-4338)
TTY: 1-866-653-4261
www.fic.gov/idthefi
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Attachment B: Additional State Law Information

For residents of the District of Columbia, lowa, Marpland, North Carolina, Oregon, and Rhode Island

You may contact your Attorney General for additional information about avoiding identity theft. If you are a
Rhode Island resident, you may also file a police report by contacting local or state law enforcement agencies.
You may use the following information to contact your attorney general:

Office of the Attorney General
Office of Consumer Protection
400 6" Street NW
Washingion, DC 20001
(202) 442-9828
www.oag.dc.gov

North Carolina
Department of Justice
9001 Mail Service Center
Raleigh, NC 27699-9001
(919) 716-6000
www ncdoj.gov

Office of the
Attorney General of lowa
Hoover State Office Building
1305 E. Walnut Street
Des Moines, IA 50319
(513)281-5926 / (888) 777-45%0
www.iowaattorneygeneral.gov

Oregon Department of Justice
1162 Court Street NE
Salem, OR 97301-4096
(877) 877-9392
www.doj.state.or.us

Maryland Office of
the Attorney General
Consumer Protection Division
200 St Paul Place
Baltimore, MD 21202
(410) 528-8662
www marylandattorneygeneral.gov

Rhode Islang Office of
the Attorney General
Consumer Protection Division
150 South Main Street
Pravidence, RI (02903
1{401) 274-4400
www riag ri.gov

For residents of Massachusetts:

Under Massachusetts law, you have the right to obtain any police report filed in connection to the incident. If
you are the victim of identity theft, you also have the right to file a police report and obtain a copy of it.

For residents of New Mexico:

You have rights under the federal Fair Credit Reporting Act (FCRA). These include, among others, the right
to know whal is in your file; to dispute incomplete or inaccurate information; and to have consumer reporting
agencies correct or delete inaccurate, incomplete, or unverifiable information, For more information about the
FCRA, please visit www fic.gov.
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Return Mail Processing
PO Box 999
Suwanee, GA 30024

December 7, 2022

:2 1 4901 0!".’1!!l'!!ll!‘l!l‘tl.tii“ii‘iti‘sNGLP
SAMPLE A. SAMPLE - LOI
APT ABC

% 123 ANY ST
= ANYTOWN, US 12345-6789

Re: Notice of Data Breach

Dear Sample A. Sample:

Sequoia One PEQ LLC (“Company™) recently became aware that an unauthorized party may have accessed a cloud
storage system that contained personal information provided in connection with the Company’s services to its
clients, including your employer.

What Happened? As soon as the Company became aware of the situation, a response plan was initiated and a
number of immediate actions were compleied, including working with outside counsel to initiate a forensic review
by Dell Secureworks, a leading global security firm. That forensic review is now complete, which resulted in the
following findings:

No placement of malicious tools or other software such as ransomware was found.

No evidence of any threat to client or Company networks was found.

No evidence of compromise of Company endpoints was found,

No evidence of data being used or distributed has been found to date.

No evidence of continuing unauthorized activity in Company systems was found.

Unauthorized access of information in a cloud storage system occurred between September 22 and
October 6, 2022.

e  The access was “read only,” and there is no evidence that the unauthorized party changed any client data.

Further, based on internal investigation, there have been no instances of service interruption for any client or
individuals from this situation. Even though the forensic review found no evidence that the unauthorized party
misused or distributed data, the Company is notifying clients and individuals and offering three years of identity
protection services through Experian to impacted individuals.

How did the Company Respond? As soon as the Company became aware that an unauthorized party may have
accessed a cloud storage system, the Company initiated a response plan and completed a number of actions,
including, retaining outside counsel to assist in investigating this matter, activating through counsel Dell
Secureworks to conduct a thorough forensic review, and engaging through counsel a separate global consulting firm
with cybersecurity expertise 1o serve as technical advisors to counsel 1o supplement the security review.

What Information Was Potentially Involved? The unauthorized party may have been able to access some of your
personal information, including demographic information such as your name, address, date of birth, gender, marital
slatus, and employment status, social security number, work email address, member IDs, wage data for benefits,
attachments you may have provided for advocate services (if any), and ID cards, any COVID test results or vaccine
card that you may have uploaded.
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Description of Experian Services. As mentioned above. there was no evidence of unauthorized use or distribution
of personal information: however, the Company is offering complimentary access to Experian IdentityWorks™ for
36 months.,

If you believe there was fraudulent use of your information as a result of this situation and would like to discuss how
you may be able to resolve those issues. please reach out to an Experian agent. Please note that Identity Restoration is
available to you for 36 months from the date of this letter and does not require any action on your part at this time.
The Terms and Conditions for this offer are located at www.ExperianIDWorks,convrestoration,

While identity restoration assistance is immediately available to vous. we also encourage you to activate the fraud
detection tools available through Experian IdentityWorks as a complimentary 36-month membership. This product
provides you with identity detection and resolution of identity theft. To start monitoring personal information, please
follow the steps below:

= Ensure that you enroll b_\-“ (Your code will not work after this date.)

s Visit the Experian IdentityWorks website to enroll: https://'www.experianidworks.com/plus
*  Provide your sctivation code:
= If asked. please provide engagement #

If you have questions about the product. need asststance with Identity Restoration that arose as a result of lus matter
or would like an alternative to enrolling in Experian IdentityWorks online, please contact Experian’s customer care
team: at 844-850-0017 by Be prepared to provide the engagement munber- as proof of
eligibility for the Identity Restoration services by Experian.

ADDITIONAL DETAILS REGARDING YOUR 36-MONTH EXPERIAN IDENTITYWORKS
MEMBERSHIP

A credit card is not required for enrollment in Expenan IdentityWorks. You can contact Experian immediately
regarding any fraud issues. and have access to the following features once you enroll in Experian IdentityWorks:

= Experian credit report at signup: See whai information is associated with your credit file, Daily credit
reports are available for online members only *

»  Credit Monitoring: Actively monitors Experian file for indicators of fraud.

= Internet Surveillance: Technology searches the web. chat rooms & bulletin boards 24/7 to identify trading
or selling of your personal information on the Dark Web,

= Identity Restoration: Identity Restoration specialists are inunediately available to help you address credit
and non-credit related fraud.

*  Experian IdentityWorks ExtendCARE™!: You receive the same high-level of Identity Restoration support
even after your Experian IdentityWorks membership has expired.

s §1 Million Identity Thelt Insurauce**: Provides coverage for certain costs and unauthorized electronic
fund transfers.

What You Can De. To further protect your information. you can take steps to monitor your accounts. obtain your
credit reports. or place a fraud alert or securiry freeze on your credit account. For information on each of these steps.
please review Attachmment A. Depending on your junisdiction. you may also have additional rights available to you,
which youn can review in Attachment B.

For More Information. H you have further questions or concems. or would like an alternative to enrolling online,

please call 844-350-0017 toll-free Monday through Friday from $ am — 10 pm Central. or Saturday and Sunday from
10 am — 7 pm Central (excluding major U.S. holidays). Be prepared to provide your engagement munberﬁ

* Offfine members will be eligible to call for addinonal reports quarterly afer enrolling

** The Identity Thefit Insurance is underwritten and adininistered by Amercan Bankers I e Company of Flonida, an Assurant company
Please refer to the acmal policies for terms, conditions, and exclusions of coverage. Coverage may uot be available m all jurisdictions.
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Attachment A: Additional Information on Protecting Your Information

Monitor Your Accounts

We recommend that you regularly review statements from your accounts and periodically obtain your credit report from
one or more of the national credit reporting companies. You may obtain a free copy of your credit report online at
www.annualcreditreport.com, by calling toll-free 1-877-322-8228, or by mailing an Annual Credit Report Request Form
(available at www.annualcreditreport.com) to Annual Credit Report Request Service, P.O. Box 105281, Atlanta, GA,
30348-5281. You may also purchase a copy of your credit report by contacting one or more of the three national credit
reporting agencies listed below.

Equifax® Experian TransUnion®
P.O. Box 740241 P.O. Box 9701 P.0. Box 1000
Atlanta, GA 30374-0241 Allen, TX 75013-9701 Chester, PA 19016-1000
1-800-685-1111 1-888-397-3742 1-800-888-4213
www.equifax.com Www.experian.com www. transunion.com

When you receive your credit reports, review them carefully. Look for accounts or creditor inquiries that you did not initiate
or do not recognize. Look for information, such as home address and Social Security number that is not accurate, 1f you see
anything you do not understand, call the credit reporting agency at the telephone number on the report.

Credit Freeze

You have the right to put a security freeze, also known as a credit freeze, on your credit file, so that no new credit can be
opened in your name without the use of a Personal Identification Number (PIN) that is issued to you when you initiate a
freeze. A credit freeze is designed to prevent potential credit grantors from accessing your credit report without your consent,
If' you place a credit freeze, potential creditors and other third parties will not be able to access your credit report unless you
temporarily lift the freeze. Therefore, using a credit freeze may delay your ability o obtain credit. Pursuant to federal law,
you cannot be charged to place or lift a credit freeze on your credit report. Should you wish to place a credit freeze, please
contact all three major consumer reporting agencies listed below,

Equifax Experian TransUnion
P.O. Box 105788 P.O. Box 9554 P.O. Box 2000
Atlanta, GA 30348-5788 Allen, TX 75013-9554 Chester, PA 19016-2000
1-800-685-1111 1-888-397-3742 1-888-909-8872
www.equifax.com/personalf www.experian.com/ www.transunion.com/
credit-report-services freeze/center himi credit-freeze

You must separately place a credit freeze on your credit file at each credit reporting agency. The following information
should be included when requesting a credit freeze:

1} Full name, with middle initial and any suftixes;

2) Social Security number;

3) Date of birth (month, day, and year);

4) Current address and previous addresses for the past five (3) years;

5) Proof of current address, such as a current utility bill or telephone bill;

6) Other personal information as required by the applicable credit reporting agency;

If you request a credit freeze online or by phone, then the credit reporting agencies have one (1) business day after receiving
your request Lo place a credit freeze on your credit file report. If you request a lift of the credit freeze online or by phone,
then the credit reporting agency must lift the freeze within one (1) hour. If'you request a credit freeze or lift of a credit freeze
by mail, then the credit agency must place or lift the credit freeze no later than three (3) business days after geiting your
request.

Fraud Alerts

You also have the right to place an initial or extended fraud alert on your file at no cost. An initial fraud alert lasts 1-year
and is placed on a consumer’s credit file. Upon seeing a fraud alert display on a consumer’s credit file, a business is required
to take steps to verify the consumer’s identity before extending new credit. If you are a victim of identity theft, you are
entitled to an extended fraud alert, which is a fraud alert lasting 7 years. Should you wish to place a fraud alert, please contact
any one of the agencies listed below. The agency you contact will then contact the other two credit agencies.
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Equifax Experian TransUnion

P.Q. Box 105788 P.O. Box 9554 P.O. Box 2000
Atlanta, GA 30348-5788 Allen, TX 75013-9554 Chester, PA 19016-2000
1-888-766-0008 1-888-397-3742 1-800-680-7289
www.equitax.com/personal/ www.experian.com/ www.transunion.com/fraud-
credit-report-services fraud/center htmi victim-resource/place-fraud-alen

Monitor Your Personal Health Enformation

If applicable to your situation, we recommend that you regularly review the explanation of benefits statement that you
receive from your insurer. If you see any service that you believe you did not receive, please contact your insurer at the
number on the statement. If you do not receive the regular explanation of benefits statements, contact your provider and
request them to send such statements following the provision of services in your name or number,

You may want to order copies of your credit reports and check for any medical bills that you do not recognize. If you find
anything suspicious, call the credit reporting agency at the phone number on the report. Keep a copy of this notice for your
records in case of future problems with your medical records, You may also want to request a copy of your medical records
from your provider, to serve as a baseline. If you are a California resident, we suggest that you visit the website of the
California Office of Privacy Protection at www.privacy.ca.gov 1o find more information about your medical privacy.

Additional Information

You can further educate yourself regarding identity theft and the steps you can take to protect yourself, by contacting your
state Attorney General or the Federal Trade Commission. Instances of known or suspected identity theft should be reported
to law enforcement, your Attorney General, and the FTC.

The Federal Trade Commission
600 Pennsylvania Avenue, NW
Washington, DC 20580
1-877-ID-THEFT (1-877-438-4338)
TTY: 1-866-653-4261
www.fic.gov/idtheft
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Attachment B: Additional State Law Information

For residents of the District of Columbia, Jowa, Maryland, North Carolina, Oregon, and Rhode Island

You may contact your Attorney General for additional information about avoiding identity theft. 1f you are a
Rhode Island resident, you may also file a police report by contacting local or state law enforcement agencies.
You may use the following information to contact your attomey general:

Office of the Attorney General
Office of Consumer Protection
400 6™ Street NW
Washington, DC 20001
(202) 442-9828
www.oag.dc.gov

North Carolina
Department of Justice
9001 Mail Service Center
Raleigh, NC 27699-9001
(919) 716-6000
www ncdoj.gov

Office of the
Attorney General of lowa
Hoover State Office Building
1305 E. Walnut Street
Des Moines, [A 50319
(515) 281-5926 / (888) 777-4590
www.iowaattorneygeneral gov

Oregon Department of Justice
1162 Court Street NE
Salem, OR 97301-4096
(877)877-9392
www.doj.state.or.us

Maryland Office of
the Attorney General
Consumer Protection Division
200 St. Paul Place
Baltimore, MD 21202
(410) 528-8662
www matylandattorneygeneral.gov

Rhode Island Office of
the Attorney General
Consumer Protection Division
150 South Main Street
Providence, RI 02903
1(401) 274-4400
www riag ri.gov

For residents of Massachusetts:

Under Massachusetts law, you have the right to obtain any police report filed in connection to the incident. 1f
you are the victim of identity thefi, you also have the right to file a police report and obtain a copy of it.

For residents of New Mexico:

You have rights under the federal Fair Credit Reporting Act (FCRA), These include, among others, the right
to know what is in your file; to dispute incomplete or inaccurate information; and to have consumer reporting
agencies correct or delete inaccurate, incomplete, or unverifiable information. For more information about the
FCRA, please visit www ftc.gov.
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Return Manl Processing
PO Box 999
Suwance, GA 30024

December 12, 2022

161 3220 .'8"‘ti"#i!‘titillll!lllt‘.l..“‘SNGLP
SAMPLE A. SAMPLE - L03
APT ABC

@ 123 ANY ST
L% ANYTOWN, US 12345-6789

Re: Notice of Data Breach

Dear Sample A. Sample:

Sequoia Benefits & Insurance Services LLC (*Company”} has become aware that an unauthorized party accessed and
acquired your information provided in connection with the Company’s services to its clients, including your
employer.

What Happened? As soon as the Company became aware of the situation, a response plan was initiated and a number
of immediate actions were completed, including working with outside counsel to initiate a forensic review by Dell
Secureworks, a leading global security firm. That forensic review is now complete, which found that unauthorized
access occurred between September 22 and October 6, 2022 and that there was no evidence of continuing unauthorized
activity in Company systems. Further, based on internal investigation, there have been no instances of service
interruption for any client or individuals from this situation.

The Company is notifying clients and individuals and offering three years of identity protection services through
Experian to impacted individuals,

How did Company Respond? As soon as the Company became aware that an unauthorized party may have accessed
a cloud storage system, the Company initiated a response plan and completed a number of actions, including, retaining
outside counsel to assist in investigating this matter, activating through counsel Dell Secureworks to conduct a
thorough forensic review, and engaging through counsel a separate global consulting firm with cybersecurity expertise
to serve as technical advisors to counsel to supplement the security review.

What Information Was Involved? The unauthorized party was able to access your personal information, including
demographic information including your name, address, date of birth, gender, marital status, and employment status,
social security number, work email address, member 1Ds, wage data for benefits, and attachments you may have
provided for advocate services (if any).

Description of Experian Services. As mentioned above, the Company is offering complimentary access to
Expertan Identity Works™ for 36 months.

If you believe there was fraudulent use of your infermation as a result of this situation and would like to discuss how
you may be able 1o resolve those issues, please reach out to an Experian agent. Please note that Identity Restoration is
available 1o you for 36 months from the date of this letter and does not require any action on your part at this time.
The Terms and Conditions for this offer are located at www.ExperianlDWorks.com/restoration.

While identity restoration assistance is immediately available to you, we also encourage you to activate the fraud
detection lools available through Experian IdentityWorks as a complimentary 36-month membership. This product
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provides you with superior identity detection and resolution of identiry theft. To start monitoring personat information,
please follow the steps below:

= Ensure that you enroll by* (Your code will not work after this date.)

" Visit the Experian IdentityWorks website to enroll: hrips://www experianidworks.conplus
= Provide yow activation code:
= If asked. please provide engagement

If you have questions about the product. need assistance with Identity Restoration that arose as a result of this matter
or would like an altemative to enrolling i Expenan IdentityWorks online. please contact Experian's customer care
team at 844-850-0017 by . Be prepared to provide the engagement number -as proof of
eligibility for the Identity Restorahon services by Experian.

ADDITIONAL DETAILS REGARDING YOUR 36-MONTH EXPERIAN IDENTITYWORKS
MEMBERSHIP

A credit card is not required for enrollment in Experian IdentityWorks. You can contact Experian immediately
regarding any fraud issues. and have access to the following features once you enroll in Experian IdentityWorks:

= Experian credit report at signup: See what information is associated with your credit file. Daily
credit reports are available for online members only.*

= Credit Monitering: Actively monitors Experian file for indicators of fraud.

* Internet Surveillance: Technology searches the web. chat rooms & bulletin boards 24/7 to identify
trading or selling of your personal infonnation on the Dark Web.

= Identity Restoration: Identity Restoration specialists are inunediately available to help you address
credit and non-credit related fraud.

* Experian IdemtityWorks ExtendCARE™: You receive the same high-level of Identity
Restoration support even after your Experian IdentityWorks membership has expired.

*  $1 Million Identity Theft Insurance**: Provides coverage for certain costs and unauthorized
electronic fund transfers,

What You Can Do. To further protect your information. you can take steps 1o monitor your accounts. obtain your
credit reports. or place a fraud alert or security freeze on your credit account, For information on each of these steps.
please review Attachment A. Depending on your jurisdiction. you may also have additional rights avaitable to you.
which you can review in Attachment B,

For More Information. If you have further questions or concerns. or would like an alternative io enrolling online.
please call 844-850-0017 toll-free Monday through Friday from 8 am — 10 pm Central. or Saturday and Sunday from
10 am — 7 pm Central {(excluding major U.S. holidays). Be prepared to provide your engagement munberﬁ

* Offlne members will be eligible to call for additional reports quarterly after earolling.

** The Identity Theft Insurance is underwmitten and administered by Amenican Bankers Insusance Company of Flerida, an Assurant company
Please refer to the actual policies for terms, conditions, and exclusions of coverage. Coverage may not be available in all jurisdictions
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Attachment A: Additional Information on Protecting Your Information

Monitor Your Accounts

We recommend that you regularly review statements from your accounts and periodically obtain your credit report
from one or more of the national credit reporting companies. You may obtain a free copy of your credit report online
al www.annualcreditreport.com, by calling toll-free 1-877-322-8228, or by mailing an Annuat Credit Report Request
Form (available at www.annualcreditreport.com) to Annual Credit Report Request Service, P.O. Box 105281, Atlanta,
GA, 30348-5281. You may also purchase a copy of your credit report by contacting one or more of the three national
credit reporting agencies listed below.

Equifax* Experian TransUnion®
P.O. Box 740241 P.O. Box 9701 P.O. Box 1000
Atlanta, GA 30374-0241 Allen, TX 75013-9701 Chester, PA 19016-1000
1-800-685-1111 1-888-397-3742 1-800-888-4213
www.equifax.com wWww.experian.com WWW LFANSUNION.Ccom

When you receive your credit reports, review them carefully. Look for accounts or creditor inquiries that you did not
initiate or do not recognize. Look for information, such as home address and Social Security number that is not
accurate. If you see anything you do not understand, call the credit reporting agency al the telephone number on the
report,

Credit Freeze

You have the right to put a security freeze, also known as a credit freeze, on your credit file, so that no new credit can
be opened in your name without the use of a Personal Identification Number (PIN) that is issued 1o you when you
initiate a freeze. A credit freeze is designed 1o prevent potential credit grantors from accessing your credit report
without your consent. If you place a credit freeze, potential creditors and other third parties will not be able to access
your credit report unless you temporarily Jift the freeze. Therefore, using a credit freeze may delay your ability to
obtain credit. Pursuant to federal law, you cannot be charged 1o place or lift a credit freeze on your credit report.
Should you wish to place a credit freeze, please contact all three major consumer reporting agencies listed below.

Equifax Experian TransUnion
P.O. Box 105788 P.O. Box 9554 P.O. Box 2000
Atlanta, GA 30348-5788 Allen, TX 75013-9554 Chester, PA 19016-2000
1-800-685-1111 1-888-397-3742 1-888-909-8872
www.equifax.com/personal/ Wwww.experian.com/ www.transunion.com/
credit-report-services freeze/center himl credit-freeze

You must separately place a credit freeze on your credit file at each credit reporting agency. The following information
should be included when requesting a credit freeze:

Full name, with middle initial and any suffixes;

Social Security number;

Date of birth (month, day, and year);

Current address and previous addresses for the past five (5) years;

Proof of current address, such as a current utility bill or telephone bill;

Other personal infermation as required by the applicable credit reporting agency;

E S e L e

If you request a credit freeze online or by phone, then the credit reporting agencies have one (1) business day after
receiving your request to place a credit freeze on your credit file report, If you request a lift of the credit freeze online
or by phone, then the credit reporting agency must lift the freeze within one (1) hour. If you request a credit freeze or
lift of a credit freeze by mail, then the credit agency must place or lift the credit freeze no later than three (3) business
days afier getting your request.
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Fraud Alerts

You also have the right to place an initial or extended fraud aiert on your file at no cost. An initial fraud alen lasts
l-year and is placed on a consumer’s credit file. Upon seeing a fraud alert display on a consumer’s credit file, a
business is required to take steps to verify the consumer’s identity before extending new credit. If you are a victim of
identity thefi, you are entitled 10 an extended fraud alert, which is a fraud alert lasting 7 years. Should you wish to
place a fraud alert, please contact any one of the agencies listed below. The agency you contact will then contact the
other two credit agencies.

Equifax Experizn TransUnion
P.O. Box 105788 P.O. Box 9554 P.O. Box 2000
Atlanta, GA 30348-5788 Allen, TX 75013-9554 Chester, PA 19016-2000
1-888-766-0008 1-888-397-3742 1-800-680-7289
www.equifax.com/personal/ www.experian.com/ www transunion.com/fraud-
credit-report-services fraud/center html victim-resource/place-fraud-alert

Monitor Your Personal Health Information

If applicable to your situation, we recommend that you regularly review the explanation of benefits statement that you
receive from your insurer. If you see any service that you believe you did not receive, please contact your insurer at
the number on the statement. If you do not receive the regular explanation of benefits stalements, contact your provider
and request them to send such statements following the provision of services in your name or number.

You may want io order copies of your credit reports and check for any medical bills that you do not recognize. If you
find anything suspicious, call the credit reporting agency at the phone number on the report. Keep a copy of this notice
for your records in case of future problems with your medical records. You may also want to request a copy of your
medical records from your provider, to serve as a baseline. 1f you are a California resident, we suggest that you visit
the website of the California Office of Privacy Protection at www.privacy.ca.gov to find more information about your
medical privacy.

Additional Information

You can further educate yourself regarding identity theft and the steps you can take to protect yourself, by contacting
your state Attorney General or the Federal Trade Commission. Instances of known or suspected identity theft should
be reported to law enforcement, your Attorney General, and the FTC.

The Federal Trade Commission
600 Pennsylvania Avenue, NW
Washington, DC 20580
1-877-1ID-THEFT (1-877-438-4338)
TTY: 1-866-653-4261
www fic.gov/idtheft
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Attachment B: Additional State Law Information

For residents of the District of Columbia, fowa, Maryland, North Carolina, Qregon, and Rhode Island

You may contact your Aitorney General for additional information about avoiding identity thefi. If you are a
Rhode Island resident, you may also file a police report by contacting local or state law enforcement agencies,
You may use the following information to contact your attorney general:

Office of the Attorney General Office of the Maryland Office of
Office of Consumer Protection Attorney General of lowa the Attorney General
400 6* Street NW Hoover State Office Building Consumer Protection Division
Washington, DC 20001 1305 E. Wainut Street 200 St. Paul Place
(202) 442-9828 Des Moines, 1A 50319 Baltimore, MD 21202
www.oag.dc.gov (515) 281-5926 / (888) 777-4590 (410) 528-8662

www.iowaattorneygeneral.gov www marylandattorneygeneral.gov

North Carolina Oregon Department of Justice Rhode Island Office of
Department of Justice 1162 Court Street NE the Attorney General
9001 Mail Service Center Salem, OR 97301-4096 Consumer Protection Division
Raleigh, NC 27699-9001 (877) 877-9392 150 South Main Street
(919) 716-6000 wwiwv.doj.state.or.us Providence, RI 02903
www.ncdoj.gov 1 (401) 274-4400

www riag ri.gov

For residents of Massachusetts:
Under Massachusetts law, you have the right to obtain any police report filed in connection to the incident. If
you are the victim of identity theft, you also have the right 1o file a police report and obtain a copy of it,

For residents of New Mexico:

You have rights under the federal Fair Credit Reporting Act (FCRA). These include, among others, the right to
know what is in your file; to dispute incomplete or inaccurate information; and to have consumer reporting
agencies correct or delete inaccurate, incomplete, or unverifiable information. For more information about the
FCRA, please visit www ftc.gov.
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Return Mail Processing
PO Box 999
Suwanee, GA 30024

December 12, 2022

1613217 t"‘tii!‘l!lll.l!lllll‘ttt“‘*i‘t“SNGLP
SAMPLE A. SAMPLE - L04
APT ABC

% 123 ANY ST
ANYTOWN, US 12345-6789

Re: Notice of Data Breach

Dear Sample A. Sample[, Dependents_ail]:

Sequoia Benefits and Insurance Services LLC ("Company™) became aware that an unauthorized party accessed and
acquired your personal information provided in connection with the Company’s services to its clients, including your
employer or, if you are a dependent, your family member’s employer.

What Happened? Assoon as the Company became aware of the situation, a response plan was initiated and a number
of immediate actions were completed, including working with outside counsel 1o initiate a forensic review by Dell
Secureworks, a leading global security firm. That forensic review is now complete, which found that unauthorized
access occurred belween September 22 and October 6, 2022, and that there was no evidence of continuing
unauthorized activity in Company systems. Further, based on internal investigation, there have been no instances of
service interruption for any client or individuals from this situation,

The Company is notifying clients and individuals and offering three years of identity protection services through
Experian to impacted individuals.

How did Company Respond?

As soon as the Company became aware that an unauthorized party may have accessed a cloud storage system, the
Company initiated a response plan and completed a number of actions, including, retaining outside counsel to assist
in investigating this matter, activating through counsel Dell Secureworks to conduct a thorough forensic review, and
engaging through counsel a separale global consulting firm with cybersecurity expertise to serve as technical advisors
to counsel to supplement the security review.

What Information Was Involved? The unauthorized party was able to access your personal information, including
demographic information including name, address, date of birth, gender, marital status, and employment status, social
security number, work email address, member ID, wage data for benefits, and attachments that may have been
provided for advocate services (if any).

Description of Experian Services:
As mentioned above, the Company is offering complimentary access to Experian Identity Works™ for 36 months.

If you believe there was fraudulent use of your or your dependent’s information as a result of this situation and would
like to discuss how you may be able to resolve those issues, please reach out to an Experian agent. Please note that
Identity Restoratien is available to you and your dependents for 36 months from the date of this letter and does not
require any action on your part at this time. The Terms and Conditions for this offer are iocated at
www.Experian]DWorks.comirestoration.
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While identity restoration assistance is immediately available to you and your dependents. we also encourage you to
activate the fraud detection tools available through Experian IdentityWorks as a complimentary 36-month
membership. This product provides you mud vour dependents with superior identity detection and resolution of identity
theft, To start monitoring personal information. please follow the steps below:

= Ensure that you enroll by _!Your code will not work after this date.)

®  Visit the Experian IdentityWorks website to enroll: hatps://www experianidworks.convplus
= Provide this activation code:

s If asked. please provide engagement

If you are enrolling your minor dependent(s). to whom this letter also is addressed. please follow the steps below:

= Ensure that you enroll your dependent(s) by_ (Your code will not work after this date.)
*  Visit the Experian IdentityWorks website to enroll: https://www.experianidwaorks.cony/minorplus

= Provide this activation: code for each dependent being enrolled:
¢ Ifasked. please provide the nunor dependent engagement #

If you have questions about the product. need assistance with Identty Restoration that arose as a result of this matter
or would like an alternative to enrolling in Experian IdentityWorks online. please contact Experian’s customer care
team at 844-850-0017 byi. Be prepared to provide the applicable engagement numnber above as proof
of eligibility for the Identity Restoration services by Experian.

ADDITIONAL DETAILS REGARDING YOUR 36-MONTH EXPERIAN IDENTITYWORKS
MEMBERSHIP

A credit card is not required for enrollment in Experian IdentityWorks. You can contact Experian immediately
regarding any fraud issues. and have access (o the following feanwes once you enroll in Experian IdentityWorks:

= Experiau credit report at signup: See what information is associated with your credit file. Daily credit
reports are available for online members only. *

*  Credit Monitoring: Actively monitors Experian file for indicators of fraud.

= Internet Surveillance: Technology searches the web. chat rooms & bulletin boards 24/7 to identify
trading or selling of your personal information on the Dark Web.

* Ideatity Restovation: Identity Restoration specialists are immediately available 1o help you address
credit and non-credit related fraud.

*  Experian IdentityWorks ExtendCARE™: You receive the same high-level of Identity Restoration
support even after your Experian IdentityWorks membership has expired.

= §1 Million Identity Theft Iusurance**: Provides coverage for certain costs and unauthorized electronic
fund transfers.

* Offlme members will be ehigible to cafl for addinonal reports quarterly afier enrolling.

** The Identity Theft Insurance is underwrinen and adminstered by Amencan Bankers Insurance Company of Florida, an Assurant company
Please refet to the acwal policies for ierms, conditions, and exclusions of coverage Coverage may not be available in all jurisdictions
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For your minor dependent enrollees, the ldentity Works service includes the following features:

*  Social Security Number Trace: Monitoring to determine whether enrolled minors in your household
have an Experian credit report. Alerts of all names, aliases and addresses that become associated with
your minor’s Social Security Number (SSN) on the Experian credit report.

* Internet Surveillance: Technology searches the web, chat rooms & bulletin boards 24/7 (o identify
trading or selling of your personal information on the Dark Web.

* Identity Restoration: Identity Restoration specialists are immediately available to help you address
credit and non-credit related fraud.

*  Experian IdentityWorks ExtendCARE™: You receive the same high-level of Identity Restoration
support even afier your Experian ldentity Works membership has expired.

* 31 Million Identity Theft Insurance**: Provides coverage for certain costs and unauthorized electronic
fund transters.

What You Can Do.

To further protect your information, you can take steps 1o monitor your accounts, obtain your credit reports, or place
a fraud alent or security freeze on your credit account. For information on each of these steps, please review
Attachment A, Depending on your jurisdiction, you may also have additional rights available to you, which you can
review in Attachment B.

For More Information.

If you have further questions or concerns, or would like an alternative to enrolling online, please call 844-850-0017
toll-free Monday through Friday (rom 8 am — [0 pm Central, or Saturday and Sunday from 1¢ am — 7 pm Central
(excluding major U.S. holidays). Be prepared to provide your engagement number and/or your minor dependent’s
engagemenit number as listed above.

** The [dentity Theft Insurance 1s underwritten and administered by American Bankers Insurance Company of Florida, an Assurant company
Please refer 1o the actual policies for terms. cenditions, and exclusions of coverage. Coverage may not be available 1n all junisdictions
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Attachment A: Additional Information on Protecting Your Information

Monitor Your Accounts

We recommend that you regularly review statements from your accounts and periodically obtain your credit report
from one or more of the national credit reporting companies. You may obtain a free copy of your credit report online
al www.annualcreditreport.com, by calling toll-free 1-877-322-8228, or by maiting an Annual Credit Report Request
Form (available at www.annualcreditreport.com) to Annual Credit Report Request Service, P.O. Box 105281, Atlanta,
GA, 30348-5281. You may also purchase a copy of your credit report by contacting one or more of the three national
credil reporting agencies listed below.,

Equifax® Experian TransUnion”

P.O. Box 740241 P.O. Box 9701 P.O. Box 1000
Atlanta, GA 30374-0241 Allen, TX 75013-9701 Chester, PA 19016-1000
1-800-685-1111 1-888-397-3742 1-800-888-4213

www.equifax,com WWWw.experian.com WWW,Lransunion.com

When you receive your credit reports, review them carefully, Look for accounts or creditor inquiries that you did not
initiate or do not recognize. Look for information, such as home address and Social Security number that is not
accurate. [f you see anything you do not understand, call the credit reporting agency at the telephone number on the
report.

Credit Freeze

You have the right to put a securily freeze, also known as a credit freeze, on your credit file, so that no new credit can
be opened in your name without the use of a Personal Identification Number (PIN) that is issued to you when you
initiate a freeze. A credit frecze is designed to prevent potential credit grantors from accessing your credit report
without your consent. [ you place a credit freeze, potential creditors and other third parties will not be able to access
your credit report unless you temporarily lift the freeze. Therefore, using a credit freeze may delay your ability to
obtain credit. Pursuant 1o federal law, you cannot be charged to place or lift a credit freeze on your credit report,
Should you wish to place a credit [reeze, please contact all three major consumer reporting agencies listed below.

Equifax Experian TransUnion
P.O. Box 105788 P.0. Box 9554 P.O. Box 2000
Atlanta, GA 30348-5788 Allen, TX 75013-9554 Chester, PA 19016-2000
1-800-685-1111 1-888-397-3742 1-888-909-8872
www.equifax.com/personal/ www experian.com/ www.transunion.com/
credit-report-services freeze/center.htm] credit-freeze

You must separately place a credit freeze on your credit file at each credit reporting agency. The following information
should be included when requesting a credit freeze:

Full name, with middle initial and any suffixes;

Social Security number;

Date of birth {month, day, and year);

Current address and previous addresses for the past five (5) years;

Proof of current address, such as a current utility bill or telephone bill;

Other personal information as required by the applicable credit reporting agency;

R e

If you request a credit freeze online or by phone, then the credit reporting agencies have one (1) business day afier
receiving your request to place a credit freeze on your credit file report. 1f you request a lift of the credit freeze online
or by phone, then the credit reporling agency must lift the freeze within one (1) hour. If you request a credit freeze or
lifi of a credit freeze by mail, then the credit agency must place or lift the credit freeze no later than three {3) business
days after getting your request.
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Fraud Alerts

You also have the right to place an initial or extended fraud alert on your file at no cost. An initiat fraud alen lasts
I-ycar and is placed on a consumer's credit file. Upon seeing a fraud alert display on a consumer’s credit file, a
business is required to take steps 1o verify the consumer’s identity before extending new credit. If you are a victim of
identity theft, you are entitled to an extended fraud alert, which is a fraud alert lasting 7 years, Should you wish to
place a fraud alert, please contact any one of the agencies listed below. The agency vou contact will then contact the
other two credit agencies.

Equifax Experian pTOragsolinzlggo
P.O. Box 105788 P.O. Box 9554 Cheste.r .PA 19016-2000
Atlanta, GA 30348-5788 Allen, TX 75013-9554 ]-860-680-7289
1-888-766-0008 1-888-397-3742 . ”
www.equifax.com/personal/ www.experian.com/ w.W\‘v.lransunlf)rz.com.-iraud—
credit-report-services fraud/center.him| USRS s [

alert

Monitor Your Personal Health Information

If applicable to your situation, we recommend that you regularly review the explanation of benefits statement that you
receive from your insurer. If you see any service that you believe you did not receive, please contact your insurer at
the number on the statement. If you do not receive the regular explanation of benefits statements, contact your provider
and request them to send such statements following the provision of services in your name or number.

You may wanl 1o order copies of your credit reports and check for any medical bills that you do not recognize. If you
find anything suspicious, call the credit reporting agency at the phone number on the report. Keep a copy of this notice
for your records in case of fulure problems with your medical records. You may also want to request a copy of your
medical records from your provider, to serve as a baseline. If you are a California resident, we suggest that you visit
the website of the California Office of Privacy Protection at www.privacy.ca.gov to find more information about your
medical privacy,

Additional Information

You can further educate yourself regarding identity theft and the steps you can take to protect yourself, by contacting
your state Attorney General or the Federal Trade Commission. Instances of known or suspected identity theft should
be reported to law enforcement, your Attorney General, and the FTC.

The Federal Trade Commission
600 Pennsylvania Avenue, NW
Washington, DC 20580
1-877-ID-THEFT (1-877-438-4338)
TTY: 1-866-653-4261
www fic.goviidtheft
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Attachment B: Additional State Law Information

For residents of the District of Columbia, Jowa, Marvland, North Carolina, Oregon, and Rhode Island
You may contact your Attorney General for additional information about avoiding identity thefi. If you are a Rhode

Island resident, you may alse file a police report by contacting local or state law enforcement agencies. You may
use the following information to contact your attomey general:

Office of the Attorney General OfTice of the Maryland Office of
Office of Consumer Protection Attorney General of lowa the Attorney General
400 6" Street NW Hoover State Office Building Consumer Protection Division
Washington, DC 20001 1305 E. Walnut Street 200 St. Paul Place
(202) 442-9828 Des Moines, A 50319 Baltimore, MD 21202
www.oag.dc.gov (515) 281-5926 / (888) 777-4590 (410) 528-8662

www_iowaattorneygeneral.gov www marylandattorneygeneral.gov

North Carolina Oregon Department of Justice Rhode Island Office of
Department of Justice 1162 Court Street NE the Attorney General
9001 Mail Service Center Salem, OR 97301-4096 Consumer Protection Division
Raleigh, NC 27699-9001 (877) 877-9392 150 South Main Street
(919) 716-6000 www.doj.state.or.us Providence, RI 02903
www.ncdoj.gov 1 (401} 274-4400

www.riag.ri.gov

For residents of Massachusetts:

Under Massachusetts law, you have the right to obtain any police report filed in connection to the incident. 1f you
are the victim of identity theft, you also have the right to file a police report and obtain a copy of it.

For residents of New Mexico:
You have rights under the federal Fair Credit Reporting Act (FCRA). These include, among others, the right to
know what is in your file; to dispute incomplete or inaccurate information; and to have consumer reporting

agencies correct or delete inaccurate, incomplete, or unverifiable information. For more information about the
FCRA, please visit www.fic.gov.
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